
Be Safe When Using An ATM

T oday, there are more than 100,000 ATMs

across the country. ATMs provide consumers

with ready access to money in their accounts.

While using an ATM card is simple and

convenient, ATM card users need to observe

some basic precautions when using these

cards to withdraw cash.
• Treat your card like cash; always keep your

card in a safe place.
• If someone asks you to withdraw money from

your ATM for any reason, leave the area at

once and report the incident to police. 

• Keep your personal identification number

(PIN) a secret. Do not write the number on

your card. If you can’t remember the number,

write the number down, but disguise it as a

phone number or some other number that

only you know. • Do not disclose your card number over the

telephone or Internet unless you made the

first contact. •
Always observe the ATM surroundings

before conducting a transaction. Be alert for

suspicious persons or surroundings. Don’t

use the ATM if you notice something unusu-

al. 

(over)

Identity Theft

T hieves and con artists know countless waysto rip people off, so protecting your identityneeds to be a high priority. 
Identity theft occurs when someone uses yourpersonal information, without your knowledge,to obtain credit cards, phone service and othertypes of loans. In other words, the thief usesyour good credit to go on a spending spree.To avoid being a victim, consumers need to

pay

Take the Steps
to Protect Yourselffrom Identity Theft

Phishing …

Don’t become

the catch of the day.

Be the one that got away.

P
hishing is a new twist on an old tele-

marketing scam; however, instead of

the phone, scam artists use the

computer e-mail system. 

Phishing (FISH-ing) refers to how

thieves steal victims’ personal financial

information. They’re phishing for infor-

Escape the Scam Trap

E
ach year people are victimized by extremely

persuasive and friendly swindlers. Today,

consumers not only have to deal with door-to-

door con artists, but the hundreds of mail and

e-mail scams. 

International Lottery Scams

Scam operators, often based in Canada, use

the telephone and direct mail to encourage

consumers to buy chances in high-stakes

foreign lotteries. Lured by the prospects of

instant wealth, U.S. consumers are losing

millions on these scams. 

Before responding to foreign lotteries consider:

• If you play a foreign lottery, either over the

phone or via mail, you’re violating federal law.

• Most foreign lotteries are phony.

• If you purchase one foreign lottery ticket,

expect more bogus lottery or investment

sales pitches. Your name will be placed on a

“sucker list” that con artists buy and sell.

• Keep your credit card and bank account numbers

to yourself. Do not give these numbers out. 

• If you are asked to pay taxes or fees to

get your winnings, don’t mail a check.

It’s a scam.
(over)

Is this Check for Real?

F ake check scams defraud thousands eachyear and consumers lose an average of$5,000. Con artists are looking to gain yourtrust so they are friendly and very convincing. Learn how the scam works and what are yourresponsibilities when you deposit a check intoa bank account.
Here are sample fake check scams:• The con artist claims to be from anothercountry and says it’s too hard to make pay-ment directly, so they have someone who“owes them money” mail the victim a check.The amount of the check is more than owed,so the victim is instructed to deposit thecheck and wire the excess back. The checkis later found to be fake and the victim is outthe money they wired back to the con artist.Remember, there is no legitimate reason forsomeone to ask you to wire money back. • You’ve won a lottery and receive a cashier’scheck or money order. You’re asked to returnsome of the money to pay for taxes, legalfees or other expenses. You depositthe check into your account and it appearslegitimate so you mail them a check to payfor “taxes.” A few days later, the bank callsand says the check you deposited was fake

(over)

Scams Against the Elderly

Five Scams that Target the Elderly

1. Telephone – Nearly a third of all tele-

marketing fraud victims are 60 years or

older. These telephone con artists

target seniors because the elderly are

too polite to simply hang up the phone.

Many are lured by a great-sounding

deal. These fraudulent telemarketers

also use scare tactics to sell products,

investments or sweepstake offers.

They also impersonate well-known

companies or charities to trick seniors.

Many victims don’t see this as a crime,

but rather that they fell for a “hard sell.”

However, keep in mind that it is illegal

for contests or sweepstakes to require

payment to enter or claim a prize.

2. Door-to-Door Scams – Be careful

when sales people come to your door

saying they are offering a neighborhood

special for a particular service. Scam

artists can also pose as contractors

and charge exorbitant fees to fix things

that may not need to be fixed. Just

because your neighbor’s furnace has

broken doesn’t mean yours is about

to break too. (over)

#1
Escape the Scam
Trap includes
general information
on international
lottery scams, check
overpayment scams
and phishing.

Orders are bundled in quantities of 500. Minimum order is 500 stuffers.
Priced at $35 per bundle of 500 for members. Non-member price is $50 a bundle.
Order a total of 20 or more bundles and the cost is $30 per bundle. Non-member price is $45 a bundle.

Send no money now, you will be invoiced following the shipment of your order.

# of bundles
_________ #1 Escape the Scam Trap Statement stuffers measure 81/2” x 32/3”. So as not to

_________ #2 Phishing affect postage, they are printed on lightweight offset

_________ #3 Scams Against the Elderly paper with black ink. They are printed on two sides.

_________ #4 Is this Check for Real?

_________ #5 Identity Theft

_________ #6 Be Safe When Using An ATM

Financial Institution:

Street address: County:

City: State: Zip Code:

Contact person: Phone: E-mail:

Please complete the form and return to: Sonja Vike
Wisconsin Bankers Association
P.O. Box 8880
Madison, WI 53708-8880

Fax to: 608/661-9381
E-mail to: svike@wisbank.com
For more information or to see a sample statement
stuffer, contact Sonja at 608/441-1240.

WBA Statement Stuffers
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#6
Be Safe When
Using An ATM
will educate
your customers
on the safest
ways to access
their money at
an ATM.

#2
Phishing (FISH-ing)
is when thieves use
the computer to
steal customer’s
personal financial
information. This
stuffer includes
computer tips for
your customers.

#5
Identity Theft is the fastest
growing crime in America.
This stuffer includes
warning signs of ID theft.

#4
Is this Check for Real?
Educates your customers on
what are fake checks and
what are their responsibilities
in cashing a check.

#3
Scams Against the
Elderly includes the top
five scams that target
senior citizens.

®

Send no money now,

you will b
e invoiced

following the shipment

of your order.
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